
(The Sender)

1 Create an encrypted hash code using the clear text 
message to be sent and the sender’s private singing 
key
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Signing keys:
Public key is a decryption key

(stored in a certificate)
Private key is an encryption key 



(The Sender)

2 Package the clear text message, encrypted hash code, 
the name of the hash algorithm used, the sender’s 
public signing certificate, the CA’s signing verification 
certificate together and sent them to the recipient
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(The Recipient)

1 Verify that the sender’s signing certificate is valid

2 Create a hash code using the received hash code 
algorithm (name) and the received clear text message
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(The Recipient)

3 Decrypt the received encrypted hash code using the 
sender’s public signing key in the certificate 
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4 If the received and calculated hash codes match, the 
message was not modified in transit and was from the 
sender
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